API From Scratch to
Live in an Enterprise
Environment




Enterprise Use



Enterprise use?

= API Management being a core but not standalone solution

= API Management not being used by a project / department /
division but with an enterprise strategy

= Integration with enterprise architecture is critical for success

" Getting access to instances / creating own instance must be
integrated into company workflows

" Central settings vs. per project settindgs must be taken care of

CGa
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API Creation

®
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API Creation - SQL & JavaScrlpt
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CA API Management - CA Live API Creator

CA Live API Creator

-
—_
-
~—
-
-
—_
-
-
---~~-
-
—_—
.
-
—_—
—_
-
-

B

Cassandra

- N

NUODB
ORACLE

&L/ SQLServer

© 2018 CA. ALL RIGHTS RESERVED.

CGa

technologies



CA Live API Creator

API Creation

L Type

Use this wizard to select your approach for API Creation,

AS 2 Frst-tine user, we recommend you click Detabase First,
then select the Northrwind database to create your first APL

You can then declare custom APLS, logic, and data sources,
extand with JavaScript nvoke Web Services, Java code, #ic),
and run with Data Explorer, REST Lab, or your own apps.
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Dotstone N

Create a new clatadase by graphically
budlding an application in Data Bxplorer

Create an empty APL and write code for
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API Gateway

®
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API Gateway - The Core
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API Gateway - Main Functions
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Security, Security, Security - did I mention Security...?

— Authentication

— Messade security (SQL, JavaScript, ...)

Rate limits and quotas

Intedration / orchestration

Mediation
Caching
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CA Policy Manager
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Developer Portal



Developer Portal
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Developer Portal

API Gateway
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Developer Portal - Main Functions
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Self service
Discovery
Documentation
API Explorer
API Keys
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CA Developer Portal
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API Management



API Management
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API Manadement- Main Functions
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Publishing
\Versioning
Policies
Plans

Monitoring & Analytics
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API Publishing
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Mobile SDK

G
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API Management

Secured ‘

T

Developer Portal

Mobile API Gateway
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Mobile API Gateway
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Mobile Security
Policies on Gateway

SDK on Clients

OAuth, OpenID Connect, Mutual Trust, Identifier, ...

Easy to use
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CA Mobile API Gateway

CA for Mp.n Fectures Docs 8'09 Videos Support
CA Mabde AP Gotewsy

tec heologer

Select OTP Delivery Channel
@ emaL

Documentation

Mobile SDK for CA Mobile AP Goteway v1.8.00

For Developers

technologies

e
6

23 © 2018 CA. ALL RIGHTS RESERVED. technologies



Microgateway



Microgateway
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Microgateway
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Docker based

No team external knowledde needed

No team external approval needed
Central security and monitoring enabled

Flexibility as in Edge Gateway for adminstrators
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Service Virtualization



Service Virtualization

Developers Developer Portal [EF Enterprise
ao

O -

I @ Virtual Services
/[

Provide l I Listen

= '
\ = Mobile API Gateway

— mE

ZRCATTES
018 CA. ALL RIGHTS RESERVED

28



Service Virtualization

29

Connection to gateway to listen on actual API calls

Swadder / OpenAPI based import

Gateway could provide virtual service as sandbox
Updates in service will update virtual service on the fly

Usade not hard linked to gateway (create internal test APIs)
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Virtual Services
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Virtual Services
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Test Data

G
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Test Data Management
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Test Data Management

= Services based on Service Virtualization and/or
Swadder/OpenAPI

" Test data generation with rules, for example
— Last name German

— Street name Germany
— /IP code UK

= Test data pool reservation

— Own tests not in conflict with other testes (e. g. PUT or POST requests
changing the contents)
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Test Data
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Test Data
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Automated Testing
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Testing

= | 0ad tests
— Distributed with automated created cloud instances as clients

— JMeter compatible tests
— Easy to use web interface

= Functional tests
— Define expected respones

— Define expected errors

CGa
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Test worflows
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Performance Testing
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Performance Testing

Default project ¢ GITC_Demo,_Test
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Enterprise Monitoring



Monitoring
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Enterprise Monitoring

" Application Performance Management, e. g.
— Disk space

— (CPU usage
— Database availability

= Direct intedration with dateway
— Not only black box (“request took 1.598msec"”) but instead

— Deep inspection of policies (which assertion created the delay)
— Directly send by gateway asynchronous
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API Service Metrics
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Transaction Traces - “Upside Down Wedding Cake”
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Deployment

49 © 2018 CA. ALL RIGHTS RESERVED. technologies



Deploy everywhere

GOPENSHIFT
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WCloud
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Deployment Workflow

Dev

API Gateway
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Test/ QA

API Gateway

migrate
=]

B —o
o o

Migration tool
(GMU, RESTman)

O
o

QA
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Questions and Answers



Thank You.



Sven Walther
Consultant Presales API Management
sven.walther@ca.com

M mastodon.walther.network/@svenwal

y @svenwal

technologies in linkedin.com/in/svenwal/
O https://github.com/svenwal

Ca.com

svenwal.de

Slides at https://bio.Walther.world



